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LW, FOMOBEETETHS [IMDRF/SaMD WG/N12-FINAL: 2014) @ 9.3 I T,
BEFERTIROFRER 2V 7 A OREEHRICTOVWTERENTRY, ERERY 7
;7 =7 (Software as Medical Device : SaMD) DEREF 2 U F 4 ICBEBTAHOND
BEERNREEDLATIVD, ,

IN4T D SRTAICIL, RET 7B Ad D OREE, Fl2%2 )54 BROVA Stk )5 ORER
ERBIENRTEHINTEY., EEEROES AT 7VIRE-T, B4 LA LiLizERBTs L
BEE Ly, ‘
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2.0 37 FA #E

AXEZ, £ TOREBREICHT T, EFH#SE (VD BRESHEEZEST) OV A —%
F2 ) F 41T B —REAICR D EANE 2 FERFNFE, PTRICHREEZDEX b
TSI TF 4 RARRMTE I EBNE LTERSNE, AXETIE, ®HEXEE, ~V R
T 7usgF, BHRIER[EV—FIZmIT T, BET 5 BN L TERESRZER
Té%@@:U%&##N—ﬁ#zD?{UxﬁE%mmTézktiD\Eﬁ%%w
FEEMRUMRBEHERF L., AR T30 0RENRHREFREIRVELD T
W3, BHAFX L ATIRRBEANAF T I A Fl2iE, EFEEREEND,

CARAXETL, Vr—AU=TROIu S andysarsbn—3%0Y 7 U
TEETHERES Bl X—2A—H, BERY) | XY 7 U= THEBCHFE
THERMEE (] : SaMD) T AV A R—EF a2 FoilonTHfH I TS,
EEALORFIE R, EOEREERERERFOZEHRTUTHEBIZRES LTV 2D,
AXEOCHEBHEAIL., BE~O/BENRATIREICETARFNICBREI LTINS Z
LICEBETAOMNERDS, fIiE, EFRESROMRBIIRELE 25, BREEICERR
PRIFT, BLL IR XIIBRRICBRB A N—X=2 VT4 VA, KX
EOBERAGEE 2 ENDE, T—275A4 R —DREE, FOMOBELEETHS
2, AXECIBEABENSERAT D, I, AXETIR, BEEEOLEEEICE
TREVA N~k F= )T 4 2 BAREAILEAT S, WEEFOLEEFHOEX2DTF
LT BRA T 7T 4 AW THE, KEE SRR (National Institute
of Standard and Technology : NIST) D% A /S ¥ =2 Y7 17 L—hT—2 RIFHFL
LTOEEBLRBRIZRZL TS,

Ki%ﬁ%?@?ﬁ%a@bfwé
. Eﬁ%ﬁ@&ﬁﬁvﬁ%%ﬁ@&%4n~t%1)74ﬁm&ﬁaﬂﬁt v
AP R=RT Ta—FERAT 5,

o EFMBRERUNSSEINE~NVAFT A 75 0REM, &m&@ﬁ%:)74%ﬁ
w13,

o YANR—TXa T gk, WEEE, ~NARFTTasfF, a—F HAERHK
CHHUERAEE2E502TOBRECARMBLETH S Z & EBHT 5,

« TRLOBMEEIHLT, BATAT7HA I VOLEEY . BEREDY RS %
BMET B I DI AR R BT B,

. FEEERTSLEC, ERBEOVAA—tEa )T 2HRT B0, TR
DRANTZIT 4 AEERT B, :
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FA Rt F 2 ) F 4 DL T b, BREERVEBECONT, BREEALES
B E BRI T B EDICBEVWERIEFORY —2RET 3,

k. Eﬁ%%@ﬁﬁ%%l@ﬁ%_mbr EM®mﬁ$ﬁm%§kabﬁé &
WEETALERD D,

3.0 B ,

ARLETHODREBEEVERIL. UTuTLK%ﬁ% W TNZ IMDRF/GRRP WG/N47

FINAL: 2018 I #9°5,

3.1
32
33

34

3.5

3.6

3.7

3.8

BE (Asset) : A, HEEBIIEFICE > THEDCH D, HBERXITIT VFZ AR
DOxyF 45 4 (ISO/AEC ITC 1/SC 41 N0317, 2017-11-12) '

W (Attack) : WEOWE. BE. RSA. Wi, B, XEBTSRTOE
W7 7 AE L IHERORL (ISO/MEC 27000:2018)

RBFE (Authentication) : TV 7 47 4 OFFEDEZLMEICE T D ORE DR M
(ISO/IEC 27000:2018) : .

EIFM: (Authenticity) : 17 47 .4 DIEEME (ISO/EC 27000:2018)

MEFEST 5  (Authorization) : D&, TF— '57 BRI T 7 R+ B =0
MRS+ AT LaETe, (SO 27789:2013) : .

FERD 1 1SO 7498-2 DEHR (RO S, 727% AHRESE 7 7% 2 OHFI% (T
BYBIbiEHD) KHkT 3,

ARt (Availability) : ERTBELF 45 4 ~DT 7 AR OCHEAO T
(ISO/IEC 27000:2018)

WEHIRZarvyio—VFEER (FMENFE)  (Compensating Risk Control
Measure (Compensating Control)) : #¥S3FREH DO—ER & LTEMBENB VA Z = b

R AVFREOREL LT, XBEASERE L2V REICER SN HED Y 2
72y ha—NFE (AAMITIR97:2019)

CERMREM ) A7 3v bo—VFRE LT, BEEESRETET v TT— b

&, REHXIT—EHRNERHVED,

B (Conﬁdentiality) :%’gﬂéh‘fb\y‘acp\@)\\ LT 4 '7_‘4Kbi7°u~1zzbc
LT, FRERRET, FHSERWEM (ISO/IEC 27000:2018)

2020/3/18 . ' Page 7 of 51
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3.9 BHRREFHEORSR (Coordinated Vulnerability Disclosure : CVD)} : BFFEE KT
Z O ORERRE N, BHREORRICEESTDS Y R 2ERT 5 L DOHEREK
RO BIDICHEEE L HBAHLTITI 7 et X (AAMI TIR97:2019)

B Zo7aeRITiX, BHREEE EOMRKCEATAIABRROBE, AT, BHRE
DIEENREENS,

310V A =X a VT 1 FREVCV AT ARAERES (FERTZE®A, A,
BESR, BT, WE., BRES) »roR#EShTRY, e, Fe%, AR
FTAVAIBIA TV A 7 ANEEIE S TREFRER VNVICHERSEIN TN SR
B2, (ISO 81001-1) \

3.11 BAEFEMET (Bnd of Life : EOL) : DT A 74 701280 T, BHEEFD
FRICESEFDHMEZBI-RNBORT LR T 5K, EOL 2 =8 MAic
DN TIHE, ERAZEOL 72k R (2—F~0BHN%E) NEBEIND,

312 $H— MET (End of Support : EOS) : BED T A 744 7 Micisn T, Bk
ERETOFR— NEBZPIET3HA, F—CAPHE— NI, ZOBAREX
AT

3.13 EAMERE : AR 2IZENET 5 LU O IRRBIEOMREIZIW T, BUERE OE
LERAEZBAETXREIRMBECERIRAETE 2N X7 24 L 548
(IEC 60601-1:2005+AMD1:2012)

3.14 B (Bxploit) : EBMEBULTERI AT L20EF2) T4 2RETZHD
BRFE72 5 (ISO/IEC 27039:2015)

3.15 5@ (Integrity) : .7 —FAMERK, BEXIMRFENRTLE, FERFEIZLY
EEEINTWRWEE (SO/EC 29167-19:2016) »

3.16 VA —EREEEE (VI —#88) (Legacy Medical Device (Legacy Device)) : B
| EDVFA 53— F 2 V7 OFRICH L TEERICRE TE RV ERES

3.17 BRMB L .(Non-Repudiation) c FAE LEFREXTE, Y WicEabasl &t
Liec T 47 4 2T 5887 (ISO/IEC 27000:2018)

" 3.18 BEME (Patient Harm) : BE DD 5 S5MEE I EEREISO/IEC Guide
512014 2—HER) S .

319 75 A /3y — (Privacy) : fAAICETZT — ¥ DREXIHEERNERCERIC
RT3 FAEIIEANERICST 3B AR & (ISO/TS 27799:2009)

2020/3/18 ' Page 8 of 51
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3.20 BEL (Threat) : EFXF2UVTF 4 2RBEL. BEEZFSEZ LEIRR., B, 178
NIFEERHFETIEDOEX=x ) 7T EROTEMNE (ISO/IEC Guide 120)

321 BEET Y 7 (Threat Modeling) : 57— & OREEE, HR, REATF—L R
E@ﬁTVXTAufE%&E?Tﬁ@0%5ﬁﬁ1m$§%%6#ufét
DOFEE kA (ISO/IEC/]EEE 24765-2017 L ER) :

322 7y 77— (Update) E%&%/?F?IT%ﬂ%kLtﬁﬁ TFEA. R
X 5ERE

1 mmmCMMMMMLﬁE#5/7BvITﬁ¢%@ ICHET D,
B2 TolT—bRIE RNy FRUREEENRETEND,

BE 3 WSROI T B EE R 2o Y 7 b 7 = T DA
ThA.

323 Y F—3 3> (Validation) : BEREMAZIETT S LIck->T, BET 5
AXRERICBTAERFERF ZIN TR Z L #HEERTHZ & (IO
9000:2015)

R 1 VY F— MEBO LI, Y Py a VBRT LT BRIBERT,
ERE2: ANV TF—a it ERENEBRETERINS,

324 WIE (Verification) : BBMIEMAITRT 5 2 LIc Lo T, BEEREEAR
ENTWAZ & %FE:::L.TZD Z & (ISO/EC Guide 63)

Bl BIEOTDIIMERFEEL: LT, REEROIZ,, Bk 55
ERMI$®VE1_%®F%T%5’Eﬁb5 '

Eﬁzzﬁﬁwt P”bhéﬁ%i BT 2 A IR Z EBE B,
Eﬁ&"ﬁﬁ%@%ﬁ\ﬁﬂ#ﬁbewéhﬁ%m?a
3.25 MEg9it (Vulnerability) : —2LA EDEHEIC iof%%éhéT HOHDEEX
EEEEOFR (ISO/AEC 27000:2018) ,
4.0 —RR Al | , ‘ |
RET, ERMEEMER, 05, EA, BRI OBCEENGE MANT & ER

RO A N—EFa )T 4 ICET 5 —REBEFRIZT T, AV X AO2EZEL
THBALHTW DS YRR, ERESOEFNRPA A—EX2 ) F s 2MEsE5

2020/3/18 _ Page 9 of 51
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EDICEETHY ., THREI LT, BEORLERET S ETHRRNELE LN
B EBHBEN B, . '

41 EHERES

EFRBOV A N~ F =V 7 113 BERENIZERE S TND, EF2 )7 10/ v
oy bid., PWE LIIBEOBAEB SR T, EMBORLERMEREENT, BKE
Bl 525, BEORERGOFAEZHITE LB L- T, HHRFO~LVRS
TYAT LAOBEREEENPTARERDD, TA—Xa )7 11T T 2RV
DEBHESIT, [/ N—va VEIREL, RETHROZERBSRLEBHRBED
BRICERTREE T3 L ik, BERLOMEFL2ERTATDIINETHS, 2TOER
ERE I, EREBOET A 7 7 NVICE T A —F 2 V7 o R E2 ERE
HEEEHZENERIND, THITIE. BARE BERBSEO2T A7V 7 V2BL
VA=Y AV b, EBFREHROTRY 7 RAISRE~O RN T 5 EREHE,
fEeREE, HIRBEEICET I B (EBEENS,

42 METATHA I NDOEEK

YA N—EF2 )T DBRECHETIEICET 3V X7k, FIHHEEEREMD EOS T
=5, BEEROMMEMIETIATORMEEZBLTRNTOZEFEE LY, ¥1
NR—tFal 51 OB EZSRNICEET I EDIE, VRAZFVA 2R
DEFTATHA 7 NVIZESTHA L, e, e HREUTREBEREDSERICE
WTHAR—EFa2 VT4 ) A7 E2FFMETEINT 2 EBEE LW,

fﬁﬁak%;9%4k@ﬂ?vz%@aca%%ﬁﬁﬁéo%ﬁ%%m\#4§ht
a2 )T 4 0ay bu—VROBMR AR AL, EREROZSMER O ERIEE
MWERTHZEREETHS, »

43 FRARE

EREBEBROY A A— X VT 113, BEER, ~NATFT77as & FHlEREET
Wagste s REOLRIFTETH D, 2@ TCORLBREL. BEFREROLS A 7S I0%
WBLT, BEARYANN—FF= )T 4V R7 RUBHEMKGERNCEEE, FEME, £BFn,
BHIE, MHT272H, BOOHRTZHEME L, thOoFTERE LBEBICHEHETINE
BH 5,

44 IEWILE

YA R—EFa YT 4 CETHHEROIFIT, BRTEX 2T RERBBLER T
HO TPLC 7 7’ —FOERFHITH D, VA N—EF =2 V7 4 OFREIEFTH20,
£TOREEHREDR, TRMEOTRE CEIBICHET 2 2 L2838 psh s, Bl
QIEMMAHF NS LI oT, ETOREYUEEN, THEEHEL. BETZY X
ZEFML. FREHEEMET22O0BNBERETSH, £O—RELT, 2TORH
{EBRE L. BRMBRUERT A ~NATTA 77 0E2ME, ik, B2k
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%1J74’W%L%6%4ﬂ—f%n)74®4//7/b R R OWEFI TR
BBAERVP2asr—tareiibt sy, HRLEEFSTHEEE (Information
Sharing Analysis Organizations : ISAQs) IZFRIBERICSMNT 5 Z LA EN D, ZO L
SHRBVMAZEITOZET, EAKEZMEERZ LB TES, RRANTFIT 4R E
LTREISNE S 9 —2DBHREFFEL LT, BHANLESBEORRAZETOND,

i, REEZOL TR ANNATT I FHRERSR —FIo b YR Y o—
EHMATAIILIL, OV AFAITL o THEERLARVES, BAMBICIE, BFxe
ZEEHICRE L, HiETHDIT, EBAOREINE L IFRILE TS - L BEHEN S,

5.0 BRI A S—bk% 2 U T 1 OFRATE ¥R

EEMEROYV A A—F VT 41k, HEOERFA 7Y A TNVTESTRETEZ &R
HEELL, HEEFREREROMRMOBRHEREUVREFIC ST REFTERER
Nepb, TRAMOERITIZ, ) BXx=2 ) F A BERRSICERRT D L m%@r%
AVAT=RPAL PREZERTAZE, 3) X2 ) T o0 R, EREET S
TICERAT A0 —FitaT 2882 FRRIERUTHIREBEEEOLDOFE 2 LR
TEHZEREEND, EEERD, RO TRITEREZRNTIE, ERLEEBYD
ﬂmﬁﬁmmi‘%ﬂ%ﬂ%ﬁﬂ%ﬁﬁﬁmwvat%ﬁﬁ?é:&ﬁ%&bmou
TOHIETIE, T bDE&EHRT 5 &, 8RR FA4 794 7 ORI

i A BLEEE ~DOHREBEIEZFIRT S, 28, Eﬁ%ﬁ/7%9:7®747%4ﬁw
FEENT, IEC 62304:2006/AMD 1:2015 IZRES LT3, -

51 EF2VF s BEREERRT —F7 7 Fvid

BRTT Y v 7E, REBETHA AR 2 )7 4 KEEBOICHE T2 LTk 2T,
ZERRTIREBIESOAZTO LV LBEREOR YL X VBN TAZ L BWETDH
B, ZOXIREREEA 7y b, ERBEHEORBE, RERIERBIUITRATE UTHER
BDYV AT =RUA bIEE, BEOTA 7V A 7 VBB Ulifx BB TE
M3,

X2 VF A EREIEL, 54 7Y A Z7NV0ORA e ROERBEREOBRRTEE
FTARIEBREELY, EFXF2VFABREERPEF2VTF 4V RT3y he— VTR
OESRIR & LTik, AAMI TIR 57:2016. IEC TR 80001-2-2, IEC TR 80001-2-8. ISO
27000 ¥V —X, NIST FliT# (EX% =27 Y7 bv =7 HE 7L —ALT7—2 (Secure
Software Development Framework : SSDF) %) . OWASP FifT# (GREHFALCESL &
a2l 7 4%) . ENISA FIfT#. RE~NVAF7TRUVAREFEESFHRBES
(Healthcare and Public Health Sector Coordinating Council : HSCC) &RV A /S —EF =
V5 4 U —% 77— (Joint Cyber Security Workmg Group : ICWG) OFIfTH (&

L REEFa ) 74 EHES) $135 5,

BB A% AL B DRRE TR B T L AN E LSRRI A 110 L, AL,
% 135272 ) A N2 BT 5 b0 THRL, H< ETHARTH S,
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%L%%i EREASESOFARE TRy FU— &eﬁ%é
NAEFRIZOVWTHRNTAZ EREE LY, ERFRIC
ﬁ%ﬁﬁ&ﬁ%ﬁﬁ%ﬁﬁihéoﬁﬁﬁﬁ@%&bfﬁ\
Wi-Fi, 4 —¥% 3% > b. bluetooth, USBENRHITH 3B,
BEEET, ARALOANOL TR, ETOANIDRKEE |
HWEEAREHT B Z LIV TRE L, Z&MERNEWIBELS
PR— R ERTWARWVERESRY, ZRENRy PV —7 XiX
kL ThEE LA —ERMSER L e U CRIET A%, AMBRE L BET
. i BPEERERTHIENEELY,

HEREET, ERMBORZET —FRRERET 7 EX,
AERBE IR BEE N SR#E TS FHEIOVTRETT S
TEMBELY, AL, HERFIERESR/ VAT LM
%'fn@*EE L.nEji?E FF’{E@%E Eﬂi ﬁ%éﬂfcﬂ‘?‘/
FXix5— & OREBE#BCHE, TOEDFHRER
IS R U B M S SV TRET B Z L MEEL
VY, ‘
gL, ERERICREEShLIXEEZEIh ek
BT — & ZREEHIC L VRS T A BT >V THRETT S
T ERLEE LW, FlRIE AU — RS Lo THR#
. ENTNva LTRFTDHZEBEELL,

" BLEEEIT. BEZO PIADR vE—THIE, —F U R
| A RHET OISR ORNENRRT I & 2
BE bz, MEBHEILRB U R 3y ba— LV FEROEEIC
DWTRETAZEREE L1,
fEEEEY T ¥ ORI 2HEETE AR EOESR
ZHIET 57012, BEr JBEOYR— e, VAT AV
RNVDOT—FFT 7 F 2 ZFMTHZENEE LU,
HLERE T, RO Y 7 b =TI T ARERWESE, E
%ﬁ%@%ﬁﬁ*%?éuz&:omfﬁﬁ?é*kﬁ%&
LU,
BLOEREEE, AR, Zh4717 ot ay 2T BN
FOMDEEDSH D 2— NPERBR CETEINLZ L2
>N vw?:?ﬁ%%@:/bm—whowfﬁﬁﬁé
1o EBEELWN,
BEEEE T, BRSO REORIE, Bxlha—Y DRE
U7 7 v A EIIBRROT 7 2 A%, 2—
FOT7 72 RHEEZOWTRET A2 EREE LW, Fi,
RO EFERCEE OB TR URIFEHR LT L &
WEE LW, BEIT 7 EAFROF L LT, RRT—
K, »"—Fr=7%—, £EFEREEIIMO EREEE CITER |

BTt

:1-"_"320) L

&
1}:-1:!-&'
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TCERVRBILEZERH S,

BLEEET, BHMART v - rOER TR EREREAT
HEAZELL, FORBEXFETDIZEBREEZ LY,
BRI, AR —F 4 VAT A, b—F—F 4 X
3F—7 v VROV T N T DT v T — NRERUE
BHEZODWTRITAZEBREE LY, £, SgEE
M, Y7 02T OF7 vl T— bR, BETROA—=Va )y
DFRV—F 4 VTV AT AL TEETAERESRY 7 by
=T, BEIABN LR ENT R —F 4 VTV AT A
BRE~ DR EHE & SIETD 2 EBEE LYY
BEEEIL, FRRBRENEYA/S5—kFa VT 1 OIS
PIZRH LT EF a7 THATDIZ, BEFEERDOT v 75—k
FHRIZOWTHRET A2 EREE LY, flLiE, 7y 75—
MZBIT B2 —FAAOER, EFSRICLI887 75
— b DER, 7 v 7T - FREFREROREM & HEICER
BERIESRVILERFET 2 HEFCET ORIV EEN
5 -

BUSERE, Ty 77— MeRET 3D RBRERIT
WTHET S iz, 2— FOBLEOFEERWTEREX
X7 v 77— FOEEMERIET 2 FHRICOVWTREITT 52
EREELWN,

V7 R = TR

SRR RFABIC L 2ERER~DT 7 A 2HLET

BRBZAOVWTHRATEZ ENEE LW, 2L, X—+%
WERIT 7 & A YERNC O v 735, R— b~DT 7 2 E BRI H| R
HINIHERTRER LB — TNV AN T 7t A 25
LT 5FOFEERNTHIEPEELL,

FLERHEL, EFESOEREREZHESTID, A
FRERCHANE | EX3= U7 1 ZBE2RH, B, SRETEIRT DREHHE
. IZOWTHENT S EREE LY,

# 1. ERERORIHCBIT SBRNEHCHT B HER

X o T REBEOEREMZ, ¥ o T REEERINCL > TURERTRTH 2, HECELS
DY Ny =TRRETA 7V A 7 NETAIIEERKBIEL, ZORAZEUHHEES
BRATOD DT TR, EBERERY 7 MU =T 2HRTREEEFL, BtoY T
TxT7HEICEF2 )T 4 ORAEESADL I ENEETH DS, MEEEITIT. MO
EFATFAINERBLTI R RUBMREZFHET 2 & C, BEO¥A/—kFa
VT 4 ICET 2RIl RD R 3, |
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52 TPLCIZEET+ AU RZ<xVA» MNERI

THx o2 VT4 tReNIETIReER) A/ =F VA MNRERAIR, ER#EBROT A 7Y
A7 NEBELTHEAAEN TS Z EREE LY, ERESBORSNE X BAME IR
REBICHELRITT, HLLRRABH UIBFICER IV A =X 20T 4 Y
AZITONTE, VRAIZTRVU AV PPt RICBWTRSNAZ ENREE LY, B
T, ISO 149712019 IZMEBENTWA Y A7 <w3x T A ¥ M RN AAMI TIR57:2016
% AAMI TIR97:2019 ETHEEN TV B YA N—EF2 VT4 VRI<RPAV I E
BRALT, VRIZRXADA PrEAD—BL LTUTORT v A 2iirn LREE
LYYy, ’ ) ‘

YA NR—EFa )T ORfFEEHETD

BT A VAR RH#HEL, T2 ‘ |

V)R ESRAERRL~NETCaL he—T 5

DAY 3y ha—VOF LM - BERT5 :
EELBHEEREICH T 2BANREHEATERL T, VA7 CETHIFHRE2ELE
T3 '

X2V F A URITRZDA L N FaREE 1 IZFLE (AAMI TIR57:2016 55 3]
B) . Zhit, 2RV AR PA L FO—HERHR TV AR VA 0
AL LTEETE B LT, 8%, BERULOMOEF =V 7 1 BEATEZ XIS
IHET, ISO 14971:2019 DY AT w3 P A v b aE R ICEAAL T &b TE DS, Wik
FHFIZ DT ISO/TR 24971:2020 DB EF 2 EHRT2 - 4,
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X2 VT VRS GHT

]

1
CF2YFAYRITERAY b

v EFEEROBERT AER

RUERBROYXal)
DT BT AR OHR

(4

o BRE, BB KE E
BEEORKE

o BMTLEE LSRN
BAELEZETL Y A
7 DR

EHFa YT DAY

l

%2y FURZIrbr— |

XY Fs VRS = br—
NERDRIR

Xz Y 4 VR = bR—
AFERORKE

748 Y 22 O

YRS » RF 7w FOST
YAy awbe—AFEiZLo
TELBZVARY

VAZ 3w hE—OHET

X2V F AV RTwRIA

AHRRREE S VT T AT
ORI

EF=YFA YRS ; u
R VA P RER

HERUBSHROER

and

Fl. EFa2UF4VRI=2X2I20 v nA0EEE
(AAMI TIR57:2016 2> & FFA[ 242 CE|H)

EREBEROFFNCET IV N—Ra )T o0 ) R FHFE, VA —EF2DF 4
OO TR TN, REMEIEAShIBEA0BEREDERSEZEBL T, A%
CEEOYRZFEICESTAZENEE LY, JOSTIICBWTIL, #EER0Y
AT BRI OVWTHERFTAZENEZ LU, .

YR ZEMIZBNTIE, RE2BEET) 7, BEAE, BIERUCRHRIERER & o
TAZEREY, VAIBRBEEICRZ VA NERBAEF 2T RRH T X7 7 F v &
FEMTAZENEETHD, ZOFETH, EX=2 074V RIFME, BEEFD 7
BROREHMER 27 V) IR DMDFEE, ReRY—NVROT o —FnRRHTE S,
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EFaYF 4 URITERAL b WEEERL, REOEFA TV I/ VERL
T\ﬂ%ﬂht#:U?JUZﬁ\@mﬁﬂﬁmnowrﬁﬁﬁézgﬁgib

. BESREAT— FIZT 38R 08Ee, V4 3—tFa )74 OBERE
ﬁm AIRE7R IR Y | ﬁﬁmﬁﬁﬁ%®%4ﬂ~%%:)74@@%&0%%&&
MEBRTH L NEE L,

%ﬁ%?uyﬁ:%ﬁ%?vvfﬁ\Eﬁ%ﬁ@vx%Amxﬁéﬁﬁﬁﬁﬁﬁ
ICEB VR EZRE. FlZ, BT 2R THD, FiC, BERET VI
. VAT AIAVR—RY VEOY T TA F=—IZBET B Y AR, BE
B, FRRAES~ORM, RTICHETD ) A7 BORNPFEND, FH2
VAT AREROMERIZ. YA N—tF 2 )T ORFER T EREFICELA
DREEPEMETIORAERTHS LT, BRET Y /it 2THOERATH
%, SEEHR, BRETNVEERT S, OWASP DX A F U RIZESNT,
YA R Fa )T 4 ITET B EARRR 40 DOERICH B BB DWW TRETT
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1. Software as a Medical Device: Possible Framework for Risk Categorization and
Corresponding Considerations IMDRF/SaMD WG/N12:2014 (September 2014)

2. Essential Principles of Safety and Performance of Medical Devices and IVD Medical
Devices IMDREF/GRRP WG/N47 FINAL:2018 (November 2018)

7.2 WA

3. AAMITIRS57:2016 Principles for medical device security—Risk management

4, AAMI TIR 97:2019, Principles for medlcal device secunty—Postmarket risk management
for device manufacturers

5. IEC 60601-1:2005+AMD]1:2012, Medical electrical equipment - Part 1: General
requirements for basic safety and essential performance

6. IEC 62304:2006/AMD 1:2015, Medical device software — Software life cycle processes

7. IEC 62366-1:2015, Medical devices - Part 1: Application of usability engmeenng to medical
devices

8. IEC 80001-1:2010, Application of risk management for IT-networks incorporating medical
devices - Part 1: Roles, responsibilities and activities

9. IEC TR 80001-2-2:2012, Application of risk management for IT-networks incorporating
medical devices - Part 2-2: Guidance for the disclosure and communication of medical -
device security needs, risks and controls

10. IEC TR 80001-2-8:2016, Application of risk management for IT-networks mcorporatlng'
medical devices — Part 2-8: Application guidance — Guidance on standards for estabhshmg
the security capablhtles identified in TEC 80001-2- 2

11. ISO 13485:2016, Medical devices — Quality ‘management systems — Requirements for

- regulatory purposes

12. ISO 14971:2019, Medical devices — Application of risk management to medical devices
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13. ISO/TR 80001-2-7:2015, Applicaﬁon of risk management fof IT-networks incorporating
medical devices — Application guidance — Part 2-7: Guidance for Healthcare Delivery
Organizations (HDOs) on how to self-assess their conformance with IEC 80001-1

14, ISO/IEC 27000 family - Information security management systems '

15. ISO/IEC 27035-1:2016, Information technology — Security techniques — Information security
incident management — Part 1: Principles of incident management

16. ISO/IEC 27035-2:2016, Information technology — Security techniques — Information security
incident management — Part 2: Guidelines to plan and prepare for incident response

17. ISO/IEC 29147:2018,. Information Technology ~ Security Techniques — Vulnerab111ty
Dlsclosure

18. ISO/IEC 30111:2013, Informatlon Technology — Security Techniques — Vulnerability
Handling Processes

19. ISO/TR 24971:2020, Medical devices — Guidance on the application of ISO 14971

20. UL 2900-1:2017, Standard for Software Cybersecurity for Network-Connectable Products,
Part 1: General Requirements

21. UL 2900-2-1:2017, Software Cybersecurity for Network—Connectable Products, Part 2-1:
Particular Requirements for Network Connectable Components of Healthcare and Wellness
Systems

13 HWMSROHAF A

22, ANSM (Draft): Cybersccunty of medical devices 1ntegrat1ng software durmg their life cycle
(July 2019)

23 China: Medlcal Device Network Secunty Registration on Techmcal Review QGuidance
Principle (January 2017)

24. Buropean Commission: REGULATION (EU) 2017/745 OF THE EUROPEAN
PARLIAMENT AND OF THE COUNCIL of 5 April 2017 on medical devices, amending
Directive 2001/83/EC, Regulation (EC) No 178/2002 and Regulation (EC) No 1223/2009
and repeahng Council Directives 90/385/EEC and 93/42/EEC (May 2017)

25. Buropean Commiission: REGULATION (EU) 2017/746 OF THE EUROPEAN
PARLIAMENT AND OF THE COUNCIL of 5 April 2017 on in vitro diagnostic medical
devices and repealing Directive 98/79/EC and Commission Decision 2010/227/EU (May
2017) : :

26. FDA (Draft): Content of Premarket Submissions for Management of Cybersecurity in
Medical Devices (October 2018)
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27.FDA: Cybersecurity for Networked Medical Devices Containing Off-the Shelf (OTS)
Software (January 2005).

28. FDA: Design Considerations for Devices Intended for Home Use (November 2014)
29. FDA: Postmarket Management of Cybersecurity in Medical Devices (December 2016)

30. Germany: Cyber Security Requirements for Network—Connected Medical Devices
(November 2018)

31. Health Canada: Pre-market Requirements for Medical Device Cybersecurity (June 2019)
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34. Singapore Standards Council Technical Reference 67: Medical device cybersecurity (2018)

35. TGA: Medical device cybersecurity - Consumer information (July 2019)

36. TGA: Medical device cybersecurity guidance for industry (July 2019)

37. TGA: Medical device cybersecurity information for users (July 2819)
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38. CERT® Guide to Coordinated Vulnerability Disclosure
hitps://resources.sei.cmu.edu/asset ﬁles/SDec1alRenort/2017 003 001 503340, Ddf

39. The NIST Cybersecurity Framework
https://www.nist.gov/cyberframework

40, NIST’s.Secure Software Development Framework (SSDF)
https://csre.nist.eov/CSR C/media/Publications/white-paper/20 19{06/07/mitigating—risk—of—
software-vulnerabilities-with-ssdf/draft/documents/ssdf-for-mitigating-risk-of-so fiware-

vulns-draft.pdf

41, Medical Device and Health IT Joint Security Plan (January 2019)
https://healthsectorcouncil.org/wp-content/uploads/2019/01/HSCC-MEDTECH-JSP-v1.pdf

42. MITRE medical device cybersecurity playbook (October 2018)
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ublications/technical-papers/medical-device-cvbersecuri

incident-preparedness-and

43. MITRE CVSS Healthcare Rubric
s://www.mitre.org/publications/technical-
devices

apers/rubric-for-applving-cvss-to-medical-

44, Health Industry Cybersecurlty Practices: Managing Threats and Protecting Patients (HICP)
https://www.phe. gov/Prenaredness/plannmg/40Sd/Pa,qes/hlc-uractzces aspx

45. Open Web App11cat10n Security Project (OWASP)
hitps://www.owasp.org/index.php/Main_Page

46. Manufacturer  Disclosure  Statement for Medical Device Security (MDS?)
hitps://www.nema.org/Standards/Pages/Mannfacturer-Disclosure-Statement-for-Medical -
Device-Securitv.aspx

47. ECRI approach to applying the NIST framework to MD

hitps:/fwww.ecri.org/components/HDJournal/Pages/Cybersecurity-Risk- Assessment-for-
Medical-Devices.aspx - . '

48, National Telecommunications and Information Administration (NTIA) / US Department of
Commerce, Vulnerability Disclosure Attitudes and Actlons A Research Report from the
NTIA Awareness and Adoption Group
https://www.ntia.doc. gov/ﬁles/nna/pubhcatmns/ZO16 ntia a_a vulnerability disclosure insi
ghts report.pdf

49, htips://republicans-enerevcommerce . house.gov/wp-content/uploads/2018/10/1 b-23- 18-
CoDis-White-Paper.pdf

50. https://resources.sei.cmu.edu/asset files/SpecialReport/2017 003 001 503340.pdf
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F—ARNZVT
CERT Australiac (CERT A —X k5 Y 7)
https://www.cert.gov.aw/

AusCERT
https://www.auscert.org.aw/

7N

All Certs in Brazil{ 77’ 7 ¥ VEN ® CERT — &)
https://www.cert.br/csirts/brazil/

AFE

Canadian Centre for Cybér Security(-FF A A—kF 2 VT 4 F—)
https://www.cyber.ge.ca/

B |
CERT European Union(CERT BRJHE &)
https://cert.europa.eu

TR
ANSM
https://ansm.sante. fr/

hitps://www.ansm.sante.fr/Declarer-un-effet-indesirable/Votre-declaration-concerne-un-
dispositif-medical/Votre-declaration-concerne-un-dispositif-medical/(offset)/0

French Ministry of Health and Solidarity(7 5 & R B4 %) _
hitps://solidarites-sante. gouv.fr/soins-et-maladies/signalement-sante-gouv-fi/

Shared Health Information Systems Agency(3£H ERIEHR X 7 HJT)
https:/fwww.cyberveille-sante.gouv.fr/

ANSSI - National Agency for Information Systems Security(ERFHR I A7 b EF =2V T o

F©)
https://www.ssi.gouv.fr/en/

4
CERT Germany(CERT KA /)
https://www.cert-bund.de/

AZVT
https://www.csirt-ita it/
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B A
Japan Computer Emergency Response Teameoordmatlon Center(JPCERT =2 —F 4 F—3i/ 3

& & —JPCERT/CC)
https://www.jpcert.or.jp/vh/top.html or https /fwwrw jpeert.or Jjplenglish/

Y HR—N
SingCERT
https://www.csa.gov.sg/singcert/news/advisories-alerts

KE
Industrial Control Systems CERT(EE 318 3~ A 7 A CERT.ICS-CERT)
https://www.us-cert.gov/ics '

US CERT(CERT XE)
hittps://www.us-cert.gov/
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